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Abstract: In this proposed model, performance of
different block cipher Modes of operation over ZF
channel equalization technique and BPSK modulation
scheme in DWT based MIMO Multi-Carrier Code
Division Multiple Access (MC-CDMA) system has
been analyzed for security issues through simulation.
This system is proposed using convolutional coding
scheme over AWGN and Rayleigh fading channel with
Walsh Hadamard code as orthogonal spreading code.
In this research paper, the performance of Electronic
Codebook (ECB) mode, Cipher Block Chaining (CBC)
mode, Cipher Feedback (CFB) mode, Output Feedback
(OFB) mode and Counter (CTR) mode is compared as
cryptographic algorithms to encrypt the actual data
and decrypt its original form.
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1. Introduction

Nowadays we are depending on technology and
without it we cannot even imagine to continue a
single day. High quality communication without
distortion and low cost is the most expected
requirement of most of the users [4]. It may sound
absurd, but with the development of science and
technology, we are facing many troubles regarding
security. Security is now the biggest challenge and
burning issue in every sector. Paying attention on
this issue, several cryptographic algorithms have
been developed to provide secured environment.

In previous research [4], performance of different
equalization schemes on convolutional encoded
Discrete Wavelet Transform (DWT) based MIMO
Multi-Carrier Code Division Multiple Access
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(MC-CDMA) wireless communication system has
been measured. In this research work, a model of
MIMO MC-CDMA wireless communication
system is proposed, where different block cipher
modes of operation are compared on text data for
intense security of data transmission. My attempt
is to find out the best as well as the most secured
cryptographic algorithm which suits best with the
MIMO MC-CDMA system.

2. Different Block Cipher Modes of Operations

A block cipher mode of operation is a
cryptographic algorithm that uses a block cipher
to ensure confidentiality and authenticity [1]. It is
named “block cipher” because this is the simplest
way where plaintext is divided into several 64 bit
blocks and encryption is done for each block using
the same key. The last block should be padded to
64 bit if it is shorter. In case of encrypting
identical plaintext blocks with same secret key
results identical cipher text blocks. It is a very
hazardous situation for the users as an intruder
would be able to guess what the message is by
observing the identical cipher text blocks though
he/she has no idea of what the original message is.
Therefore, to improve this situation and to get
different output cipher text blocks from identical
input plaintext blocks, different block cipher
modes of operations have been launched where
the plaintext blocks are mixed with the cipher text
blocks and then the result is used as the cipher
input [2]. In this research, five different block
cipher modes of operations have been used.
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2.1 Electronic Codebook (ECB) Mode

In Electronic Codebook (ECB) Mode, all the same
sized plaintext blocks are encrypted with the same
key to produce the corresponding cipher text
blocks. This algorithm is not much protected
because identical plaintext blocks produce
identical cipher text blocks as it uses the same
secret key for every block. Moreover, if the
plaintext blocks are encrypted two times under the
same key, it produces the same cipher text blocks
as encrypted one.

Ciphertext Ciphertext Ciphertext
[T OTTIITIIITI
f
block cipher block cipher block cipher
key — decryption key — decryption Key — decryption
[T TTIITTIITT
Plaintext Plaintext Plaintext
Electronic Codebook (ECB) mode decryption
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Electronic Codebook (ECB) mode encryption

Figure 1: Process of Encryption and Decryption
of Electronic Codebook (ECB) Mode [1]

2.2 Cipher Block Chaining (CBC) Mode

Cipher Block Chaining (CBC) mode builds a
sequential chain where each plaintext block is
XORed with the previous cipher text block except
the first plaintext. The first plaintext is XORed
with an initialization vector to produce unique
output. It produces different cipher text for
identical plaintext. If a single bit of a plaintext is
changed, all subsequent cipher text blocks are
damaged as these are connected like a chain and it
is not possible to decrypt the cipher text which
was received from this plaintext [2].
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Figure 2: Process of Encryption and Decryption
of Cipher Block Chaining (CBC) Mode [1]
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Figure 3: Process of Encryption and Decryption
of Cipher Feedback (CFB) Mode [1]

2.3 Cipher Feedback (CFB) Mode

Cipher Feedback (CFB) mode is just like as CBC.
The main difference is that, here at first the cipher
text block of previous stage is encrypted by a
secret key and then it is XORed with the plain text
and finally the required cipher text block is
achieved. If any bit is missing from cipher text
block while decrypting, the whole plain text block
is not affected; only few portion is affected.
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2.4 Output Feedback (OFB) Mode

In Output Feedback (OFB) mode, block cipher in
previous stage acts as input of the current stage
like key-stream generator [3]. Then this stream
cipher block is XORed with the plaintext to
produce the corresponding cipher text block. If
one bit of cipher text is changed during
decryption, only the same bit of plain text is
changed not to affect the other bits.

Initialization Vector (IV)

CITTTTITTTTT

! 1

block cipher

Key encryption

Key —

Ciphertext

—=5

2.5 Counter (CTR) Mode

Counter (CTR) mode is as like as CFB mode with
counter except feedback process. Initially counter,
which is same as initialization vector for CBC and
CFB mode, is loaded in the upper register and
almost similar for sender and receiver. Then
elements of the counter is encrypted with that
particular key and placed in the lower register and
after that the initial plaintext block is XORed with
the contents of the bottom register that results the
corresponding cipher text block [3].

]

block cipher
encryption

block cipher

Key encryption

Ciphertext V Ciphertext %3
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e e OO

Plaintext

Plaintext Plaintext
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Figure 4: Process of Encryption and Decryption of Output Feedback (OFB) Mode [1]
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Figure 5: Process of Encryption and Decryption of Counter (CTR) Mode [1]

3. System Model

A DWT based wireless communication system
with multiple users and 2 x 2 input-output has
been proposed as depicted in Figure 6. In this MC-

CDMA system, the text message for four users
has been passed through multiple antennas with
different block cipher modes of operation for
Cryptographic purpose. This is done for
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minimizing the unlawful access of text data. Here,
Electronic Codebook (ECB) mode, Cipher Block
Chaining (CBC) mode, Cipher Feedback (CFB)
mode, Output Feedback (OFB) mode and Counter
(CTR) mode have been used for comparing and
deciding that which one performs better. After
applying these process, the encrypted data are
passed through a channel encoder which is %-
rated and convolutional. After that, they are
interleaved as well as digitally modulated using
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where different texts have been utilized for
encryption and decryption using different block
cipher mode of operations and retrieved the
plaintexts again. The proposed system for this
wireless communication system is simulated using
the following parameters shown in table 1.

Table 1 Parameters for simulation

BPSK. Then, the symbols are combined with Parameters Types
Walsh Hadamard codes, passed through IDWT User 4
and spatially multiplexed. The encrypted signals Input Data Text
are then transmitted from the multiple transmitting Signal Processing Wavelet
antennas. While receiving, the transmitted signals Scheme
are equalized using ZF channel equalization :
technique and then sent for decoding and FWT Moglli:;tlon O?Z?ZB
and mixed with Walsh—Hadamard codes. The bits -
are then passed through decopier, modulation Spreading Code Walsh- Hadamard
technique, deinterleaving section and decoder : Code
precisely. Finally the bit stream is manipulated Signal Detector ZF
with different decryption algorithms like block (Equalizer)
cipher mode of operations for retrieving the Cryptographic ECB, CBC, CFB,
original transmitted text scrupulously. Algorithm OFB, CTR
4. Simulation Parameters Antenna Detection 2x2
Here, MATLAB 10 has been used for simulation
of DWT oriented MIMO MC-CDMA system
Data Data Channe| |Inter-| |Digita| [Copie] |Multipli| [IDW| [Spatial
forn| |Encryp-tion I leavin I r cation T Multiplj
Userbp| using | ,|Encodily| g |p|Moduly) N V\\/NIIthh s L) exing
different ng lation Ha?j asm_a
blocklciphter rd Code
TChaﬂﬂd Spatiall |DW| [Multipli-| |De-| |Demod| [Deinte| [Chann Data Retrie
Equaliz| |Demul| | T cat_it?]n copi| |u-lation r- el De-| |Decryp-tion| | ved
ation i- wi i ; usin
o .>p|2|Xin.> > \walsh. 1 € P _>Iea§;/|n »lcoding|» differ_gnt N ngtra
Signal g Hadamar block cipher User n
Detecti d Code modes of

Figure 6: Block diagram of a DWT oriented MIMO MC-CDMA wireless communication sytem

5. Simulation Results and Discussion

The diagram presented in figure 7 shows the
original transmitted messages, encrypted and
decrypted messages for four wusers using
Electronic Codebook (ECB) mode of operation in
DWT based MIMO MC-CDMA system using

BPSK digital modulation with implementation of
ZF channel equalization scheme at 10 dB SNR
value. It is observed from the figure that, in all
cases the encrypted text message is totally
unintelligible, that is, it does not have any
similarity to that of the original text message
whereas this message can be retrieved with the
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decrypted one. One important point has been
noticed here that, user 3 and user 4 transmitted
same messages and the corresponding encrypted
texts are also same. This property is a threat for
security because it is easy to guess what the
original text could be.

In Figure 8, the transmitted, encrypted and
decrypted messages for different users at SNR

value of 10 dB have been presented using Cipher
Block Chaining (CBC) mode of operation in
DWT based MIMO MC-CDMA system. It is
observed from the figure that, there is no
similarity in plain text and cipher text but the
original message is retrieved precisely after
decryption. Here, user 3 and user 4 transmitted
same messages but the corresponding encrypted
texts are different.
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Figure 7: Transmitted plaintext, encrypted and decrypted texts for four users using Electronic Codebook

(ECB) Mode of operation
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Text for User 4
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Figure 8: Transmitted plaintexts, encrypted and decrypted texts for four users using Cipher Block

Chaining (CBC) mode of operation

Another example of Cipher Block Chaining
(CBC) mode of operation is shown in figure 9. In
this case, | have changed the first word of plain
text of user 4. A disaster happened in decrypted
text; original text is not retrieved for any user,
though | have changed only one word of a user.
This is because, CBC acts like a chain, therefore
any small change can affect broadly.

In figure 10, the transmitted, encrypted and
decrypted messages for different users at SNR
value of 10 dB have been presented using Cipher
Feedback (CFB) mode of operation. Using this
algorithm, original texts are retrieved accurately,
but in case of slight changes in plaintext causes
slight changes in decrypted output. For this
reason, the overall performance of CFB mode is
much better than CBC mode.

Figure 11 shows the plain text, cipher text and the
retrieved original text for four users using Output

Feedback (OFB) mode of operation in DWT
based MIMO MC-CDMA system. It is observed
from the figure that, the original message is
retrieved precisely after decryption. If any changes
in plain text is made like user 4, only those bits are
changed after decryption. So, this algorithm
provides better performance.

In  Figure 12, the transmitted, encrypted and
decrypted texts for different users at SNR value of
10 dB have been presented using Counter (CTR)
mode of operation in MIMO DWT based MC-
CDMA system with BPSK digital modulation and
ZF channel equalization technique. In this
algorithm, it is noticeable that, encrypted texts are
different for every user even the plain texts are
same for two users. By using this algorithm, all
the required original texts are retrieved precisely
by decryption. Therefore, CTR mode provides
much satisfactory performance than others.
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Text for User 1
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rwiuegrw eriuhgouowu
uwehriu iuwehriuheui
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Figure 9: Second example of transmitted plaintexts, encrypted and decrypted texts for four users using
Cipher Block Chaining (CBC) mode of operation
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their modulation and coding
method along with the medium
access control.

Figure 10: Transmitted plaintexts, encrypted and decrypted texts for four users using Cipher Feedback

(CFB) mode of operation
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Text for User 1
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Figure 11: Transmitted original messages, encrypted and decrypted messages for four users using Output

Feedback (OFB) mode of operation
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modulation and coding method
along with the medium access

n¥Eka8a=ikgéex*Dk;°=°
Y¥EKa>tALL)©

233e4Nv7-pUj /88%qMNY413a@Ac4)q34
-Y&AGKTpjéLa

Decrypted Text
Radio technologies are generally
classified in terms of their
modulation and coding method
along with the medium access

Text for User 4
Radio technologies are generally
classified in terms of their
modulation and coding method
along with the medium access

Encrypted Text
n¥EkaBa«=akgééx*Dk;°=°
)¥Eka>tAY:)©
233e4Nv7-pUj /88%qMNY413a@Ac4)q34

-Y&AGKTpjéLA

Decrypted Text
Radio technologies are
generally classified in terms of
their modulation and coding
method along with the medium

Figure 12: Transmitted original messages, encrypted and decrypted
Counter (CTR) mode of operation

messages for four users using
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6. Conclusion

In this research work, comparison between
different block cipher modes of operation in DWT
based convolutional encoded 2 x 2 antenna
supported MC-CDMA system with
implementation of BPSK digital modulation as
well as ZF channel equalization scheme has been
done. After getting the output of simulation, I can
conclude that, Counter (CTR) mode provides the
best result among the others though other modes
also have satisfactory performance. By using this
cryptographic algorithm, confidentiality of data
can be ensured. Hence, by adopting this system,
secured transmission of data is possible.
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